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Agenda

« OPC Foundation
Organization, Activities, Events

« OPC Unified Architecture
Basics, Security, Scalability

« Cooperation with other organizations
UA Informationmodel

« OPC UA Applications
Success Stories: Embedded Devices up to Enterprise Integration
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FOUNUDATTION

OPC Foundation

Organization, Activities, Events
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OPC Founds

* Vision of OPC is
secure, reliable, multi-vendor, multi-platform interoperability

« Collaboration is key to incorporating
multiple “open” standards into an unified platform architecture

OPC Europe
Verl, Germany - {

Scottsdale, Arizona

OPC Japan
Musashino-shi, Tokyo

OPC Foundation }

OPC Asia
China & India

________________________

,_____‘
—EERRnN/
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World Membersh

* International Industry Standard Organization
— 470 Members (9/2012)

OPC Members by Region (9/2011)

Rest of World
Japan 10%

Europe
46%

North America
37%

O Europe B North America O Japan O Rest of World

3500 + Total Companies Build OPC Products = 22000 + Products
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OPC Europt

* Directors and Officers

OPC Europe Board of Directors

|Thnmas Hahn |0PC Board Member |Sl'emen5
|Thnmas J. Burke |0PC Foundation President |DPC Foundation
OPC Europe Officers

|5tefan Hoppe |CIPC Europe President |Beckﬂuﬁ IStefan Hoppe

|Tinn Hildebrand |CIPC Europe Vice President |Sfemen5 | Tino Hildebrand

« Siemens (Dr. Reinhold Achatz) was founding OPC member
and board member since the beginning
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OPC Euro

» “OPC Europe Advisory Board”
— Group of influencers, research, technical and marketing experts
— Experts with different expertise: PLC, SCADA, MES, ERP, vertical markets

| Contact | Company
|Dr. Wolfgang Mahnke |ABE AG
|Juergen Lange |Suﬁing

|‘fvnnne Neumann |HatﬁkunDPC
|Rene Bernhard |Siemen5

|Peter Seeberg |Sﬂﬁing

|Erik Dellinger |R’epware

\Andre Lange \ICONICS
\Ondrej Flek \Rockwell
|l-"|i::he| Condemine |4CE Industry
|Hatthi35 Damm |55cufab

|Dr. Marius Postol |EAS

|Dr. Arne Manthey |SAP AG

|Liam Power |Embedded Labs
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» “OPC Europe Advisory Board”
— Help on local activities: translations, presentations, technical info

OPC Europe 2012 Country Representatives

| Contact Company ' Email Address Delegate
|Hichael Haas :Certec Michael Haas Austria
Dirk van der Linden :ff:;‘:m;"e’ﬂ? College of |, 1 van der Linden Belgium
[Ehyn ek Zahradnik :DPC Labs Zbynek Zahradnik czech
!Jouni Aro :Prasys Jouni Aro Finland
NEW  Francois Baudet ICONICS Francois Baudet France
|Hich el Condemine :4 CE Industry Michel Condemine France
|Stefan Hoppe :Beckhoﬂ stefan Hoppe Germa ny
|Liam Power :Embedded Labs Liam Power Treland
[Claudin Fiorani P.mgea srl Claudio Fiorani ”Ital',r
|E5pen Krogh Prediktor Espen Krogh Norway
[[}r. Marius Postol | :CAS |Dr. Marius Postol Poland
|Nacho Armesto :u:iiversfty of Vigo 'Mﬂg 'Spain
NEW [Eugenin Silva :End ress+Hauser Eugenio Silva Switzerland
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Events - Activities 2012

Impressions of activities
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Events 2012 -

5 Flyers — 5 languages (English, German, France, Italian, Spanish)
OPC UA overview
OPC UA security
OPC UA overview collaboration
OPC UA collaboration with PLCopen
NEw OPC UA member benefits

Afiliarse a OPC Foundation es...jMas que sencillo! Hacerse miembro es la mejor for-
ma de mantenerse al dia en esta tecnologia y estar en contacto con la comunidad mas in-
teresada en el valor y los beneficios de OPC. Y, ademas, incluye ciertos privilegios. ...

Obtenga pleno acceso a las
especificaciones de OPC

— OPC es el estandar de interoperabilidad para
un intercambio de informacion seguro, fiable e
independiente de la plataforma. Las especifica-
ciones de OPC definen la interfaz entre clientes
y servidores — asi como entre servidores — en
diversos ambitos de aplicacion, gue incluyen el
acceso a datos en tiempo real, la monitoriza-

Con periadicidad anual, OPC Foundation orga-
niza eventos en diferentes regiones geogréficas
de Europa, Norte América y Japon. Los miem-
bros corporativos de OPC Foundation pueden
obtener un valor anadido para sus productos si
consiguen el logotipo de maxima calidad otor-
gado por OPC Foundation. OPC Foundation
certifica los productos en laboratorios indepen-
dientes situados en Europa y Norte América. (En

POR QUE UNIRSE A LA FUNDACION OPC

cién de alarmas y eventos, el acceso a datos el reverso puede obtener una explicacion deta- (OPCF)?
histéricos y otras aplicaciones. Como miembro  llada de las diferentes categorias de miembros
corporativo de OPC Foundation, tendrds pleno  corporativos). 1. Obtenga pleno acceso a las nuevas especifica-

acceso a las especificaciones de OPC antes que
el publico en general. Podras, incluso, unirte a
los arupos de trabaio v participar en el desarrollo

¢ Por qué certificar sus productos? Las prue-
bas de certificacion realizadas por laboratorios
independientes aarantizan, de forma obietiva,

JAI 2012 — University Vigo

ciones de OPC Versiones previas a las definiti-
vas (,Release Candidate”) y ultimas mejoras
tecnologicas, asi como nuevas caracteristicas.




Events 2012 - OPC DC

OPC Day Europe 2012 at Endress + Hauser, Switzerland
Impressions
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OPC-Day Europe

OPC Day Europe

« 2011, May 25 hosted by SAP
In their HQ in Germany

« 2012, May 16t hosted by Endrees + Hauser GPG Foundaon Ecpe s 0 0

on May 16, 2012 at Endress+Hausar Procass Solutions AG

i n th el r H Q I n SWItZG rlan d This event is opean for OPC membears and non-mambers,

N PURPOSE OF THIS EVENT
== Educate athardess by providing OPC updaias and irfornalion
Haoated by: == Ehow cormmmant fom Intemational companiss
lﬂl:ll'ﬁl*Hmlﬁf Hi == Demansiraia CPC-LR: Fromicomaler o MERERF T Enberpriss
— DeMaNsidia Bdophon and provicd SUCCGESS BDies

« 2013, May 15t / 16" hosted by Yokogawa T ey ot s e s

1 H 5 Almending= AENDA MAY-15, 2012 ) p
in their European HQ in Netherland BEcKHoFF s

o AENDA MAY.18, 2012 \ '. ;
C Annual Event T Fagsratn ‘I'
; = Kepware sl
same period within year o i oPE v
different locations, countries = on e
0 Labs X Siet
 Information Source p— T
Latest Tech Updates, Networking - i
New/Emerging Products Stemens S
for Members and Non-Members - e ——
[ T30 End alconmerea
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Events - Activities 2012

Germany, March 215t
Germany, April 15t - 20th
Germany, April 23th — 271
Switzerland, May 16
Germany, June 18th-22nd
Germany, July 06th

UK, Aug 215t -23'd
Germany, Sept 19th
Austria, Oct 4th

Finland, Oct 9th

France, Oct 10th

Germany, Oct 22nd — 26th
Spain, Nov 15t

Germany, Nov 27rd — 29th

JAI 2012 — University Vigo

Automatisierungstage Boblingen
Light & Building, Frankfurt
Hannover Messe, Hannover

OPC Day Europe 2012 @ E+H HQ
Achema

MES-DACH partner meeting

ARM partner conference Cambridge
MES Kollogium, Karlsruhe

OPC Day Austria

OPC Day Finland

OPC Day France hosted by
Microsoft Windows Embedded

|IOP-Europe, Siemens, Nurnberg
JAI 2012, Vigo
SPS/IPC/Drives, Nurnberg




|IOP Nuremberqg: yee

« Siemens hosting European Interoperability Workshop (IOP) once per year in
their HQ in Nurnberg

» Goal: Testing OPC products against each other
— to validate interoperability
— meet and network with other developers
— test matrix

« 2011: more UA than
‘classic’ products registered
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OPC Technology

from COM to UA
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The problem 16 years &

« PC based software products become part of Automation Systems
» Devices are connected via different bus systems and protocols to the PC
* Network interface cards have vendor specific programming interfaces

« Large number of proprietary interfaces required high development and
maintenance costs for applications

« OPC (DA) was

de_5|gned to solve Application PC PC Application
this problem - c 5 A 5 c
/N Ll W) 7y

10 Telgl ok /
= - v
&
o A B C
Driver A Driver B Driver C

| Field Busl
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OPC classic: The Solutic

» OPC Foundation defines APIs to access different types of process data
» Special OPC interfaces for current process data, for events and process alarms

and for historical data

* OPC interfaces uses Microsoft Windows base technology COM / DCOM

« Hardware vendors can provide OPC Servers as standard driver and software
vendors must implement only one driver as OPC Client to access process data

PC PC

Application Application
OPC OPC
OPCH CI:OM DCOM Basi:: Service of !\;Iicrosoft OSI
OPC OPC OPC
8 Driver A Driver B Driver C
| Field Bus |

Device
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OPC UA: The NEW Solt

« OPC Foundation defines high performance protocol (TCP Binary)

* One fixed set of services to access all information (DA, AE, HDA)

» Totally platform independent (Win, Linux, vxWorks, QNX, Solaris, ...)
« Security (Authentication, Encryption, Certificates)

* Object Oriented Information Model

Smart-Phone, iPad, ... PC, Panel, Cluster, Mainframe
(WInCE, XP, 7, Linux, Unix, ...)

1 OPC UA

Application

OF}r% UA
L2/

y

Device UA
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OPC UA

Basics, Scalability, Security
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Requirements for O

FOUNDATION

Wide Embedded
Security adoption of devices

Access control OPC

Performance Internet Scalabili
==K iy ) -

Communication OPC
between distributed <:| used as common Common
systems system interface model for all

OPC data

L Robustness . %
Redundancy Fault tolerant Modeling {: Complex
Platform %
independent &\
4} Method
calls

JAI 2012 — University Vigo

Base for other
standard data
models




Unified Architecture

OPC-UA: New Generation OPC

« Definition 2003 — 2006

« Verification and Implementation 2006 — 2008
* Final OPC Foundation Release 2009

 |[EC 62541 Release 2010 — 2011

« OPC UA = established OPC features
+ Platform independence
Standard internet and IP based protocols - — :

T ; Specifications of Information Models
Built in security features of other Organisations
Generic object model
Extensible type system
Scalability through profiles

Vendor Specific Extensions

+ + + + +

+ Migration path from Classic OPC

Transport OPC UA Data Model

Webservice / OPC UA Binary Modeling Rules

JAI 2012 — University Vigo




OPC Scalability

OPC UA
Stack: C/ C++/ C#/ Java

ainframe

Qi T3

U

@ Controllers

Embedded
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OPC-UA Technical Ove&

OS platform independent: Windows, WInCE, Linux, Euros, QNX, VX-Works...
— avoid DCOM, offers direct communication via TCP / HTTP
— allows to integrate UA products directly into controllers
Protocols/Bindings
— Binary: best performance, one single TCP port 4840
— Web service (SOAP): firewall friendly (e.g. port 80/443)
OPC Deliverables

— OPC Foundation providing UA stacks and sample code
C/C++ stack / .NET stack / JAVA stack

Security (mandatory implemented in UA stack, optional use)

— Authentication via x509 certificate, SSL-encryption and data integrity
Technical Enhancements:

— Support for redundancy

— Heartbeat for connections in both directions

— Buffering of data and acknowledgements of transmitted data
Lost connections don‘t lead to lost data

JAI 2012 — University Vigo



OPC-UA Security

* Implemented in UA-stack, optional use

— Authentification & Authorisation Ofce

» via x509 Certificates ¢
 User Name / Password -
<&Kerberos IP 172.16.10.Xe plort |
— Integrity oncport e
« Signing of messages .
— Confidentiality iy v
» SSL encryption between endpoints s —
* Benefits e
— Allows secured communication e+
through unsecured environment -

— From office through gateways Production
into production

JAI 2012 — University Vigo




FOUNUDATTION

Collaboration

OPC UA
Information model
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UA Base Infor

* Object Oriented Base Model
« Types and References

« Mashed Network
 Inheritance

>> Everything that can be
described with an object
oriented language, can also
be modeled in UA and
transferred over the network
and accessed via
standardized services.

Y OPC UA Base Model (fixed)

Application IVIod'eI (flexiblé)
| o N

Y

+IsAbstract : Boolean

—-— Current Value

S Configuration

Calibrate

[ S— Hi Alarm

Dob— Lo Alarm

ass
fiedName
izedText

+Executable : Boolean
+UserExecutable : Boole;

+Value

+Symetric | Boolean +DataType : NodelD

+InverseName : LocalizedText +Amayéze : Int32
+IsAbstract : Boolean

JAI 2012 — University Vigo
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Collaboration: BACne

Common working group OPCF & BACnet (BIG EU)

Motivation

Several companies started to implement a mapping of BACnet information
model into OPC-UA namespace

Today: Multiple different BACnet representations in UA hamespace
Today: Poor experience for OPC-UA clients

Result

Both organizations agree, to cooperate to define “THE ONE OFFICIAL”
mapping

Status, Plans
Memorandum of understanding is signed by both organizations
First technical meeting was begin Oct 2012 in Frankfurt 2012
Press conference during SPS/IPC/Drives 2012

JAI 2012 — University Vigo




OPC & PLCopen: ME

MES-Connectivity

MES D.A.CH
(D.A.CH = Germany/Austria/Switzerland)

MES

J.[A.CH

VERBAND

PLCopen

ERP| | MES | HMI
IEC 61131-3

Cc 5 5 R K

OPC UA

HEREN

Goal: “Universal Machine connectivity” (UMC) for MES
Profiles:  Design MES complex data profiles in IEC61131-3

Transport: OPC-UA

Status: First technical meeting done

Planning for OPC workshop & common press conference
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OPC & M2M

M2M Alliance Germany

OPC-UA s listed in “the book for government”

6 OPC-UA articles with focus M2M in Computer&Automation
Stefan Hoppe: M2M require OPC-UA Interoperability — not just connectivity
Uwe Steinkrauss: Scalability with OPC-UA
SAP: Connect from shop floor to top floor
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PLCopen O

« PLCopen : www.plcopen.org
— |EC61131-3: Global standard for Industrial Control Programming —| PLCopen | —
— Languages: ST, IL, LD, FBD — —

=18] %] RN
_Imotion | _
_jcontrol |_

= TwinCAT PLC Control
Datei Bearbeiten Projekt Einfligen Extias Online Fenster Hilfe

B8] O@led B[S * (5|54

3 Bausteine

Zeit=T#10ms

Impuls = IS counter = 89
Blink500 = [F8
Blink1000 = =3
2 nit
-i_‘l CheckBounds lFL ng erzeugt einen Img uls nach Zeit
(8] InitTaster (FB) ‘ TAKTGEBER
TON
ImpulsIN -~ Q| Impuls T Trans0
[E] POTI_NORM (FU Zeit=T#10ms-PT_ET|-
- 5 Riont PLCopen
0002|label N BoolAdiond REEEEEEEEEN
erzeugt einen Blinktak -y Benchmarking
& ! — ]
i [i] Actiond AND SR o B -+ } ‘
(8] Tacker PRG) Impuls— SET1 Q1——8links00 coumer < 10> eoees e L
Taster (PRG) Blink5009] RESET
E] Ueberwachung (f Ty Step5 ‘{L t#2s [Action2 I Stepd N ion3
-4 VISU_CHECK (Pf
L b ! Impuls— T F
Blink5004 vLQullith (PLC.Faqllifhthen) IFVBVST] =

replurverwalter IF TRUE THEN §
resTaster2[:= FALSE] = i
. Tasterd(%Ix100.4) 1: (* einfaches rauf mit Wiederholung *)
asterByte(%IB100) = 16#00 LLAWL(Len:=Len, BlinkBitsArray:= BlinkBitsAn Len =30
BlinkBitsObenDW = 16#40000008 2: (*rauf und runter )
BlinkBitsUntenDW = 16#40000008 LLFUP(Len:=Len . BlinkBitsArray:= BlinkBitsArr Len =30
Syslemln:o.runTQm%\lr?_ = 1k6m36 " 3: (* auf halber Laenge 2 bit rauf und runter *)
LB __ - Systeminfo.numberOfTasks = 16# LLKOP{Len:=Len, BlinkBitsArray.= BlinkBitsArr Len=30 N ’
-EJ B.|®%0.|5%R. SystemTaskInfoAn(1].cycleTime = 16#0001:> 4: (* auf halber Laenge alle bit rauf und runter *) f ' : : ﬁ E
SystemTaskinfoAn(1]lastExecTime = 16#0([>, LLAS(Len:=Len , BlinkBitsArray:= BlinkBitsArra: Len =30 i : : At A &L
I 21,51 [5H [CAUFT. [BP [FORCE [ONUNE [TESEN
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PLCopen and OF

FOUNDATION

PLCopen & OPC UA: Interoperability On The Next Level

« Enables OPC interfaces in embedded controller

« PLC information model in a standardized format

* Rapid engineering for HMI / MES / ERP

* Moving information from shop floor to enterprise

« Secure, remote “out-of-the-PLCopen-box” communication

Solutions

ascolab. ADDB _ - O (_RTEC
INSNAR PR == B
S I E M E N S ] IEC 61131-3 | WIWI[L]/N\E—IFG’
- | B » Unified
oTaH BEGKHOFF —e VA — Ll:;' Autnml:t;lejn
Rexroth .
.’ Ifdk f Bosch Group Alimendinger w
sefvere o 7 | |Ogi cals’ COPADATA A
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PLCopen & OPC Grouy

2008 October: Kick off meeting common group
* Chairman Stefan Hoppe (Beckhoff)
OPC Editor Matthias Damm (ascolab)
PLCopen Editor Prof. Rene Simon (ifak)

* Goal V1: Common Namespace for IEC 61131-3 Information model
* Goal V2: PLCopen-OPC-UA function blocks and services

V1.0

2009 November: V0.9 Release Candidate available
 Live demo on SPS/IPC/Drives 2009

2010 March: V1.0 Released from both organizations
« multi vendor demo at April-2010 Light&Building and Hanover Fair

2010 December: continue with goals V2
2012 November: Live demo

JAI 2012 — University Vigo
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PLCopen and OPC

PLCopen: OPC-UA-Server:
Content ,WHAT" Communication ,HOW*
FUNCTION_BLOCK FB_InputParameter Address Space ]
VAR_OUTPUT _ _ I3 Roat
:gltlnlefr:’:glemand Egit = u:l Objects
EMND VAR B gy Devicedet
= iy FLC1
= 1) MAIN
- &8 bInitDone
{ =gy fbBailerl
- CC1001
- Drum1001
. . Ll FCl001
All information about ﬁ Lc1oy
. [ gy Parameterdet
IEC61131-3 project: - i Pipe1001
* - i Pipel00z
e FB's - @ raetFilLevel
@ rSteamDemand
. ‘ - =1 fbInputt
POU S =10 fbFillLevel
: P dl maxval
« Structures @ i
P Lo rvalue
O TaSkS / ReSOUI’CeS - I5) FbEeneratedParameter
H fit. I~ FhSFaamMamand
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FOUNDATION

UA-Clients: SCADA/MES/ERP

Presentation

M atvise® Pure.Web.Power.

- -—
@ —
— - .
-
.—
ETEAM

@ = p— .
i [
FEEOWATER

Standardized UA access
ldentical namespace
Complete information model

Advantages:

* Re-useable HMI Faceplates”
» Rapidly engineering

» Transparent PLC controller



PLCopen and (

PLCopen:
Content ,WHAT"

Beckhoff
,PLC1

i.ﬁ.ddress Space
FUMNCTION_BLOCK FB_InputParameter =
AR QUTPUT H:IEDD': .
tFillLenvel REAL: =10 Ohjects
rSteamDernand REAL; - i DeviceSe
END_VAR: = i PLCL
= 12 MAIN
- &1 blInitDone
= gy FbBoilert

All information about
IEC61131-3 project:
 FB's

« POU's

« Structures

« Tasks / Resources..

#- iy CC1001

# i Drumi00i

#- g FC1001

- i LC1001

#- iy ParameterSet

#- i Pipe1001

#- i Pipe1002

--@ raetFillLeyvel

o rSkeamDemand

=13 FhInputl

E}L.:l fFbFillLewel

=@ mazial
=@ rminal
L@ pvalue

-- ) FbizeneratedParameter
- 7= FhSkeamnemand

Bosch-Rexroth
,Logic*

Address Space

3 No Highlight

i) Root
=12 Objects
- % DeviceSet
=1 Logic
- ¢ Applicatio
& GvL
= o MAIN

@& Drum1001
<& FC1001
& LC1001
& Pipe1001
#- g% Pipe1002
@ SetFillLevel
#- @ (SteamDemand
& % fbDimmer1SwitchEco
oo Server
D Types
i) Views

&-E-E-

-

CRC)

... but semantic identical objects!
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PLCopen and OPC: Demo

PLCopen €@
for efficiency in automation

| OPC UA

-
» iedNIES ascolab.
J lnaubn=

S4OPCUACompled Data ()

pment Services

BECKHOFF Rexroth Lo i Ay

Bosch Group

Vendor: Beckhoff Automation Vendor Bosch Hexroth AG Vendot: Phosnx Vendor: logh CalsMicroSys Vendor: Unified Automabon GmbH
Product CX1010-0111 Produkt: Indral.ogic Product Product VALUELINE IPC Product 09I PLC 5200 Product: OPC UA Sarver SOK.
Hardware: S00MHz X86 CPU Hardware: 1GHz X86 CPU Hardwars: SIMATIC 577300 Hardware: Core2™ Duo 1.5 GHz Hardware Description: Offina server for PLC address
512M8 RAM 512M8 RAM Description: Server adaptabio Descrigtion: IPC with ProCon0S 5 space and Server developmant
Description: IPC with PLC controtier and Description: controlier based PLC with 10 dierent data SOUrCEs. embedded CLA SohPLC A tools
OPC-UA-server/client integrated OPC-UA sarver and OPG UA communication 129M8 RAM
Description. PLC controlier OEM PLC

Vendor
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PLCopen & OPC:

Define PLCopen IEC61131-3 FB’s to communicate via OPC-UA

for UA-client communication functionality

for UA diagnostic (UA client and UA server)

Upcoming: file transfer via OPC-UA (future: device management via OPC-UA)

JAI 2012 — University Vigo




PLCopen & OPC

FUNCTIONSBLOCKS

Data Communication

UaConnect

UAConnect
UaNodeGetHandle BOOL__ | Execute UAConnectionHdl | UINT
STRING____ | URL Connected |  BOOL
UaNOdeReIeaseHandle ST_SessionConnectinfo____ | SessionConnectinfo Done |  BOOL
UaNodeGetlInfo Busy | BoOL
g Error | BOOL
UaMon!toredItemCreate ErrorlD | DWORD
UaMonitoredltemDelete
UaRead
UaRegd List T
UaWrite BOOL __ | Execute Donz | BOOL
. . DWORD ConnsctionEdl Busy BOOL
UaWriteList DWORD | NodeHdl Emor [ BOOL
UaMethodGetHandle A A e ] Tt P P
UaMethodReleaseHandle ANY | Namble - Varizble | ANY
UaMethodGetlInfo .
UaMethodCall
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PLCopen & OPC:

FUNCTIONSBLOCKS

for UA diagnostic (UA client and UA server)

Diagnosis

UaConnectionGetStatus
UaServerGetStatus
UaServerGetinfo
UaSessionGetList
UaSessionGetinfo
UaSubscriptionGetList

UaSubscriptionGetinfo
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PLCopen & OPC: C

Scenarios for data communication:

Plant Engineering

MES System

OPC UA Server

OPC UA Server

<
=
O
o
O

OPC-UA

HEEid

OPC-UA W REEEEE
@‘ " oe o3 o0 o0

erare

" L]

AN [ErEEE
==
EtherCAT.

JAI 2012 — University Vigo

PLCopen & OPC-UA-FB’s:
- Vertical communication

- Horizontal communication
- Fieldbus independent

It's fast — but not a fieldbus!




OPC & PLCc

A

JAI 2012 — University Vigo

PLCopen

FOUNDATION for efficlency in automation

PLCopen and OPC Foundation

Kick-Off meeting on 17/18.11.2011
hosted by SAP AG, Walldorf, Germany

Manufacturing Execution Svstem (MES)
Connectivity

Integration of machine and process data for
utilisation by MES based on OPC UA and
PLCopen

Supported by

zvel: B

PLCopeﬁ*‘

| ERP| | MES| | Hml

| ECEM31-3 |

_|{CIFERDT

OPC UA | _




OPC & PLCopen: ME

Start:
« 2011 November 17/18" : MES-Connectivity hosted by SAP

 Create PLCopen FB’s and complex data structures which provide
MES informations to be transported via OPC-UA

Goals:
 Definition of communication mechanisms via OPC UA for MES

integration
« Definition of the semantics for MES integration

« Connectivity from MES down into controllers to be easy and fully
secured based on PLCopen & OPC-UA technology

» Fieldbus independent
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OPC & PLCopen: ME

MES-Connectivity PLCopen

ERP | MES|  HMI
IEC 61131-3

* Team members: 7 —

Cc : § R L5

1 OPCUA |__

3S, ABB, Ascolab, Beckhoff, Bosch, Bosch-Rexroth,
Continental, EDAG, Fraunhofer- IOSB, Honeywell, ITAC, Leikon,
MES-DACH, NAMUR-MES, PSI, Rockwell, RWTH Aachen, SAP, Siemens,
Trebing&Himstedt, ifak, Uni Dresden, VDMA, ZVEI

« IMPORTANT:
« PLCopen & OPCF do not define new MES standards

» Instead cooperate with VDMA, ZVEI, others to let MES experts define
the content

 OPC-UA just provides transport & security
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Upcomming...

OPC-UA technology provides more benefits we should make use of
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Benefit - file transp

PLCopen & OPC group work on standardized file transfer

Device management

OPC UA Client
¥ O
C)' i)
Q O
@) -
>

1. Easy file /folder deployment
Download of

- e.g. of PLC binary code

- e.g. of recipes

2. Easy management for Upload
- e.g. measurement data

Target market
- Building automation

-  Water treatment
- Wind parks
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Benefit - Method-prt

« Market demand to start and stop a PLC, drive, .. download a file to a device,
invoke a batch file and track download resp. batch process

« OPC UA defines program invocation and state machines as part of the unified
address space

Start

Stop

Done
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Today Transition process

“From signal -> via data -> via functions —> to services”

ERP-Level
Enterprise
Resources

Communication Layer

MES-Level
Manufacturing
Execution System

]

contral room  |p 183 77.xx.x

Via functions <

e Communication Layer

¢
vocan & TN NN A

Control-Level
Machine controllers

Communication Layer

UMTS ' . Power

h =\ v
', -'1 v Sensor=-Actor=
Sirgr!ngls ijjf n.'l" UMTS n —IE n f: Machine

E pmcasses malntenance logistics manufacturing P . FE

e

Device-Level
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Tomorrow Transition process “From services -> to services”

from services )
1%. bluetooth WLAN

@P 183.77.19.0 o @ ﬁ
| I;V’;')3 UNiTS ERP-services om,o, t00

)
e /jm - lobal servi
logistics MES-services global services

to Process
services @ domain services
maintenance

bluetoot T : .. ‘
; @' @iga” manufacturlng -
5(’* .=@:’ e % local services

q
P 183.7 ¥
processes i-
Resource =or...
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From Controller to

Today: - HMI or MES initiate communication (act as client)
- Controller answer (act as server)

Tomorrow: - HMI or MES additionally act as server
- Controller additionally act as client

MES/ERP Server

Ig esERssem MES/ERP level

OPC UA Server OPC UA client

UA_ MethodCall
OPC UA BOOL 1 Execute Done BOOL
DWORD MethodHdl Busy | BOOL
TIME ~ | Timeout Error BOOL
I = - EE

ANY InputArguments InputArguments ANY
ANY : QuiputArsguments OutputArguments : ANY
OPC UA Server OPC UA client OPC UA Server

Controller

PLC initiates communication:

e Machine level

data with other UA servers
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FOUNUDATTION

OPC UA Products
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UA solutions: C

| Unified
 Toolkits and SDKs (C / C++ / Java) Lj Automation

» used by all large automation vendors

 all platforms, all architectures
(x86, ARM, PPC, x64, Mips, ... <> WInCE, vxWorks, Linux, QNX,...)

« UaModeler - Code Generator

 OEM solutions for legacy OPC

Solutions: -
 PC, IPC, Panel DK |

« Embedded Device | JAVA SDK
« Smart-Phone G+

Euros, QNX, embedded Linux,VxWorks, WinCE, Win32, Win64, Linux, Solaris

JAI 2012 — University Vigo



UA solutions: UA Serve

 ARM 9 rack mount UA Server Gateway
 Embedded Linux

« S7, Modbus, CAN, ...

* Ring Buffer Data Storage

» Configured through UA

OPC UA goes Mobile: Android and Apple (iPhone and iPad)

e ARM Cortex A8
e Android 2.2
e UA Client

alamr=leIm) © UASecurity

JAI 2012 — University Vigo
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UA solutions: PLC cor

« Automation Controller series with
PLC, Motion and GUI

 OPC-UA Server integrated:
— DA: Data Access
— HA: Historical Access
— AC: Alarm & Condition

 OPC-UA client integrated
s i EETIRH A — UA client functionality as
§5 55 66 66 o6 rrTr I I AN FUNCTIONSBLOCKS out of the
- IEC61131-3 PLC

i f-' —|PLCopen|

ERP| | MES| | HMI

IEC 61131-3

LR L SENEAy wrepiage

.1 SEfEfy wgpug
§ & o

C T R L

OPC UA
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UA solutions: @ Si

Penetration at all automation levels

Openness
OPC

of e
Totally

Consistency of _
Integrated Automation ‘ Your benefit

Enterprise Resource Planning I

Management Level

MES

@

Operations Level

DCS

SCADA

WinCC
/

Control Level

’la In

Field LeeI

P Iﬁ‘
O =

B
| ;:llmlllmml_

15

@

FOUMWNDATION

®

FOUNWNDATION

=5PC

FOUNDATION

-t

=Z5PC’

FOUMWDATION

—

SIMATIC IT, SIPLUS CMS

SIMATIC Net OPC, S7 OPC Redundancy,
SINEMA Server, SIPLUS CMS, SIMATIC
WinCC, SIMATIC PCS 7, ...

SIMATIC Net OPC, SIMATIC
WinAC RTX, SIMATIC HMI Panels,
SINUMERIK,

SIMATIC S7, SIMOTION, ...

Sirius, SIMOCODE pro V PN
Motormanagement System

JAI 2012 — University Vigo
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UA solution

OPC-UA in field-devices
Product: Sirius, SIMOCODE pro V PN Motormanagement System

Produktdatenblatt 3UF7011-1AUQ0-0

GRUNDGERAET 3 SIMOCODE PRO WV PN ETHERNET /
PROFINET 10;

OPC UA SERVER / WEBSERVER,;
UEBERTRAGUNGSRATE 100MBIT/S;

2 X BUSANSCHLUSS UEBER RJ45 4E/3A FREI
FARAMETRIERBAR;

US: AC/DC 110-240V;

EINGANG F. THERMISTORANSCHLUSS;
MONOSTAEILE RELAISAUSGAENGE;

ERWEITEREBAR DURCH ERWEITERUNGSMODULE

SIEMENS
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UA solutions: @

« Company: SAP AG

* Product;

SAP Plant Connectivity (PCo)

« OPC UA: OPC-UA Client (PCo Agent)

=¢°Plant Connectivity Management Console

Plant Connectivicy ~— Edit  Wiew  Tools  Help
Source Systems Diestination Systems Z Demo Hannower
= [E] 2 Bl .
& rﬁ i ok LS e | Session | Securityl Subscriptionl Aliasesl Fieliable Eonnectionl
testokul | [UD_UI3 000 |
UD_BS_IMT_CKO WwS_TEST_1
UD_Da_z2802 Z_Demo_ME
wh_rzling Z_Demo_ME_Azsy

Z_Demo_ME_Complete
Z_Demo_ME_DataCol
Z_Demo_ME_EqpState
£_Demo_ME_M onEonfj

YZ_CitectGroupListEr
YZ P21 S ourceSyst

i
Z Dema_Hannowver_ 'i

Agent Instances

Z_Demo_ME_Start

Y 1
W L el | <E

- test__oku
[ UD_Da_Kw/_2802

Z_Demo_HF
Z_Demo_0LD

[ e B e W

- Z_|
- Z_
- Z Demo Hannover TEST
-
-

----- [ SG_OPC_Da |
----- [ 5G_0PC_HD&

=] E3

— Digcovery

IV opcTcP [T HTTP [ HTTF (Frivate)

Dizcovery Server

Browse Domain I

Server Endpoints

|opc.tcp:.-"a"vmwes?stefanh1:48403’ - [Mone:Mone:Binary]

r Update Server Configuration on Connect

Start Dizcovery |

Edit Enpoints |

— Session

Mame

S&PClientSession

Keep-dlive Interval [Secs)

Test |

Browse
Filker

| Browsge |
= (] AddiessRoot -

k Server

-] PLC

2] MaIN

----- e bProductionStop

----- e nOrderedQuantiy
----- e bMestB atchBaddual
-l NestB atchColor
il sMewntBatchTestin

: ﬁ&s fConveyorSpeed

----- e i axConveyorS peed
----- e Processing

----- e tinProcessing

Selected tems

Add Selected ltems |
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Marme Source Deadband Delete
bProductionStap | ne=4::=kAIM. bProductionStop 1] Delete
ITemperature he=4:5=b8IMN. stB atchinfo fTemperature |0 Delete
[Thickness na=4:3=bAIM.stB atchinfo fThickness 1] Delete
bOualityGood nz=4:3=taIM. stB atchinfo bl ualityGood |0 Delete
0K I Cancel




UA solutions:

« Company: Softing
 Product: Development Toolkit for Windows, VxWorks, Linux, QNX
e OPC UA: UA Data Access, Alarms&Conditions, Client, Server

OPC Enabled By

your connection to excellence
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UA solutions: @

« Company: Embedded Labs
e Product: fasaLINK - OPC-UA Server Module
« OPC UA: OPC-UA Server

embedded/abs”




FOUNUDATTION

OPC UA solution
for MES connection
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Solution for MES

Success Story:

From Top Floor ...

® 2000-2010 SAP AG All Rights Reserved

..... to shop floor
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SAP Manufacturing Sc

Network SAP Supply Network Collaboration (SNC) w

Enterprise

SAP ERP

SAP Ml

SAP Manufacturing Execution SDK MII Content
Extensions

@ Aut(%natlon sgems
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Key benefits OPC UA ...

Standarized interface layer to shop foor devices

— No need to support a variety of proprietary interfaces w

— Ethernet as common connection layer
« Easier to connect shop floor to top floor

« Standard Transport and Security Mechanisms
—> Security out of the box

« Firewall friendly port usage

« Option for new innovative scenarios like integration of Supplier / Partner
Information

JAI 2012 — University Vigo



Elster: on the glanc

- 7,000 employees
- 38 major locations

- 200 million installations in the last 10 years

- 115 global markets

Vital Connections

Global Market

Upstream |Transmission | Metering Utilization
Gas, Water, Heating, Process Heat
Electricity
e
o T
L PR
s s &
Ister elster
?strgﬁgte e | Ste i Kromschroder
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Elster MES Infras

FOUNDATION

SAPd

© 2000-2010 SAP AG Al

SAP Plant Connectivity (PCo)

PLC with integrated
OPC UA Server

JAI 2012 — University Vigo
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Example #1

1 - Print Serial Number
2 - Assembly

3 - Leakage Test

4 - Functional Test

5 - Packing

JAI 2012 — University Vigo




MES Communicatic

* |IT is the key to ensure production quality and efficiency

« High performance and high reliability is needed

MES

Connectivity
Software

L] I I.l-ll
"E Goal: transaction time <<100ms

& & &
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http://www.wenglor.de/fileadmin/images/produkte/produktbilder/B_PRO_FIS0004xxxx_01.jpg

Key challenges

» terminology & variable structure
* Speed, reliability

Physical Communication Semantic

g
l'I:-|-‘?\N\:.-*I-*¢" ™
:":;'.ﬂ * ] Openass
tﬂ, ‘} I*.-n-:lu-:'.i'.r-t:.-
Collabaration

Unified Architecture -

JAI 2012 — University Vigo



Key benefits OPC UA... 0

easy to use for PLC programmers and MES team
« standarized interface layer

— that means PLC vendor and MES communicates without any
customizing

— Ethernet as common connection layer
— includes security out of the box

* no more DCOM stuff
» Firewall friendly port usage

» usage of complex data types

JAI 2012 — University Vigo




FOUNUDATTION

OPC UA Solutions
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UA solutions: Wi

* Areva Multibrid 5000 wind turbine offshore (Alpha Ventus)
« Connectivity to IT: OPC-UA

« Controller:; A

BECKHOFF CX1020
embedded CE PLC AREVA *
with integrated UA Server MULTIBRID

e GUI:
C# Client based on
Unified Automation

JAI 2012 — University Vigo




UA solutions: (

Company: Arburg
worldwide leading vendor of injection molding machines
Application: VxWorks based PLC
OPC UA: Embedded OPC UA Server
OPC Enabled By
softing)
 Visualization | HMIISCADA ;:*
- Configuration AHB“HE v ”
« Diagnostics =
« Vertical integration e A

Data consistence

JAI 2012 — University Vigo


C:/Dokumente und Einstellungen/skrasuwe.ASCOLABNET/Desktop/OPC-UA_Arburg_HD_1.wmv

UA solutions: @

Connection between
-HMI Siemens WInCC V7.0
-PLC BECKHOFF TwinCAT

OPC-UA

{* WinCCExplorer - C:4Programme’, SIEMENS', WinCC\, WinCCProjects',G13CCIG13CCL.mcp

J Datei  Bearbeiten  Ansicht  Extras 7

lJ=2|m

IEEEERE

2|2 & 2

Ethernet
TCP/IP

30 Test stations with
OPC-UA Server

= [ G13cC

----- Rechner

=1 variablenhaushalt

':? Interne Yariablen

= 1 opcua

- =1 oPC Unifiedarchitecture

|1, SIMATIC 57 PROTOCOL SUITE
- Strukkurtypen

..... A Graphics Designer

----- =] Menis und Symbollgisten

----- ﬁ Alarm Logging

..... 12 Tag Logging

ﬂ Repart Designer

----- J :B Global Scripk

Text Library

----- =, Text Distribukor

[ame

i G13PP_OGIPPLL_PLC1nvisuMerkervoltage “orgabe

i G13PP_OGIPPLL_PLCI nWisuMerkervoltage L1
G13PP_0GIPPLL_PLC 1/ nvisuMerkerCurrent_L1

? G13PP_OGIPPLL_PLC1/BVisuMerker Stoerung_Regelschrank
G13PP_0GEIPPLL_PLC1/BWisuMerker _Stoerung_Regeltrafo

? G13PP_OGIPP1L_PLC1 nWisuMerkerLeistung L1

? G13PP_0GE1PP11_PLC1/bIn_FI_10Q0_ausgeloest

i G13PP_0GIPPLL_PLC1/bOut_14H1_Rueckmeldung_snlage_Ein_&
G13PP_0GIPP11_PLC1/bOut_14HZ _Rueckmeldung_Betrizb_S0_H:

i G13PP_0GIPP11_PLC1/bOut_14H3_Rueckmeldung_Betrieb_a0_H:

i G13PP_0GIPP11_PLC1 bIn_Mot_Aus_Tuer

i G13PP_0GIPP11_PLC1 bIn_Mot_Aus_Kette |abor

Company Allmendinger
, OPC UA Client for WinCC*

,Because of the use of OPC-UA we got
a stabil and high-performance system,
— which meets our requirements.”

i Frank Mestekemper, Miele
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UA solutions: @

« Company: NTE Systems Austria www.ntesystems.at

« Application: Energy Monitoring and Telecontrol for an
Energy System with 300m?2 Solar thermal
system in 5 apartment houses with 59 flats

Visualization and

Telecontrol with W W W A W T .Conf.lgur'anon,
i amam aeowmos . | Visualization and
SCADY WER i 3 Telecontrol with
r— — ey SCADY CONTROL
e
o http:l/j
' e |
=y )._
R OPC Enabled By | & OPC UA
CLIENT

 Data storage with
| SCADY SERVER

JAI 2012 — University Vigo
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http://www.beckhoff.de/german/start/default.htm

UA solutions

Impressions Embedded World 2012

ARM CPU'’s to scale from sensor
to consumer devices OPC-Uni

T
COnnectmg worlds \?»Cture 0 ARM e

th stang
dardiz
drdized comechy,w

- ARM i i
: 'M is the only architecture to scale from sensor o
In industrial and consumer cont k-

O P C _ U A t O S C aI e fr O m S e n SO r ~ OPC Unified Architecture for pl;:oi:ﬁizt;:sdem
secured connectivity from sensors to IT enterprise ;
to IT Enterprise :

6 different OS:
VxWorks, Linux, WindowsCE,
Windows, Android, QNX

3 languages: C++,C#, Java
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UA solutions: Senso

Company Softing (SW)

HW STMicoroelectronics embedded MPU
CPU: Dual Core Core Cortex™-A9

OS: VxWorks 6.9

OPC: UA-Client and Server Development Kit

Company Beckhoff

HW Sensor board

CPU: ARM® Cortex™-M3

OS: Windows Embedded CEG6
OPC: UA-Server

Company EmbeddedLabs

HW Sensor Demonstration Board
CPU: ARM® Cortex™-M3
OS: None (bare metal).

OPC: UA-Server

JAI 2012 — University Vigo




UA solutions

Gateway level

Company SSV
HW. IGW/865 Gateway serial/TCP
CPU ARM9™ Atmel AT91SAM9263

OS Linux
OPC OPC-UA Server

JAI 2012 — University Vigo




UA solutions: Fielc

e e

il SIEMENS

u @'
eteeccee
- i ‘A.!".
005009

Company Siemens
HW: SIMOCODE pro V PN
SIRIUS Motor Management System
CPU ERTEC200 with ARM946
OPC UA-Server

JAI 2012 — University Vigo




UA solutions: Controlle

BECKHOFF I3 -

Company Beckhoff

HW: CX8090 PLC controller

CPU ARM9™ Freescale i.MX25

oS Windows Embedded CEG6

OPC OPC-UA Server (DA/HA/AC) and also OPC-UA client

JAI 2012 — University Vigo



UA solutions: Operaitc

SIEMENS SIMATIC M1 | I
TR ] f 3 :1}
S |
AV 1 Volage LN v i ¢ |
i Reset

Company Siemens

HW: KTP400 Comfort HMI Panel
WinCC V11 (TIA Portal)

CPU ARM11

oS Windows Embedded CE6

OPC OPC-UA Client

Company Garz&Fricke (HW) / Inosoft (SW)
HW: Panel PC Cupid

CPU ARM11™ Freescale i.MX35

OS Windows CE6.0R3

SW VisiWin HMI software

OPC OPC-UA Client
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UA solutions: Co

Company Unified Automation (SW)
HW: Samsung

CPU ARM

OS Android

OPC OPC-UA Client C++

Company ProSys (SW)

HW: Samsung

CPU ARM

OS Android

OPC  OPC-UA Client Java

JAI 2012 — University Vigo




OPC: Demo wall

Impressions, Hannover 2012

BECKHOFF Rexroth

Additionally at SPS-Show 2012: B&R, GE, Rockwell

JAI 2012 — University Vigo




UA solutions: OPC

FOUNDATION

Demo Microsoft
Move data and information from Controller into Cloud via WCF or OPC-UA

Microsof
Automation

From Controller to Cloud ' Home Automatio, Mooson

& Intelligent Systems
In Home Scenarios
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FOUNUDATTION

OPC UA certification
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Certification Laboratorie

»

- Europe SELE-TESTED]  [CERTIFIED)
Ascolab GmbH S e - el L
Am Weichselgarten 7 O D "

D-91058 Erlangen S

\LE > &

www.ascolab.com s &ow\#
_‘;"-' 6"_‘-;0
== :
. USA SOPC | [OPC

OPC Foundation

16101 N. 82nd Street, Ste 3B
Scottsdale, AZ 85260
www.opcfoundation.org

* Functionality testing verifies interoperability and compliance/adherence to the OPC
Specifications.

« Performance is tested and compared to the performance expectations as supported and
claimed by the vendor.

« Stress Testing is done by pushing the software to the limits as defined by the vendor to
check for consistency in behavior as well as data throughput.

 Recovery is tested by checking device failures and communications failures.

- Resource testing conducted over many days to verify no resource leaks or performance
degradation occurs.

« Usability is tested to ensure the product is easy to install, configure, use and troubleshoot.

« Environment is checked to make sure the product works on the Device and O/S as
claimed by the vendor.
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OPC Lab Europe

OPC Lab Europe by Ascolab certified first OPC-UA products
Siemens: first certified UA product

A;y = ability

/
/ .
- B
Siemens Beckhoff
Simatic NET Server TwinCAT UA
oo Tt Lo, P b e o %C
4 marhﬁnf QMB Q]: (!Eertlfltathn gmmn nf iJQZ QZmnfltatlnn

Certificarion Test Lab for the follow
SIMATIC NET OP« TVer
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OPC UA resources
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OPC Resourc

www.opcfoundation.org

Dedicated to interoperability in automation B isci B Ssecieeat B B B

OPC DATA >DESKTOP (e
FACTORYWIDGETS ——

OPC Certification™ Testing

OPC from Data Access to Unified
Architecture by Juergen Lange,
Frank Iwanitz and Thomas Burke.

OPC Unified Architecture Textbook, written
OFC Unifled 1Y Wolfgang Mahnke, Stefan-Helmut Leitner

and Matthias Damm. Click here for ordering
information

Learn how to reduce your sy
integration and deployment ¢
with OPC Certified™ product

OPC UA Product
Development for Embedded
devices and Linux.

OPC Foundation News From Around The World Latest OPC Events

HEZX OPC France Announces OPC Booth @ IBS September 20 - 21, 2011 (Paris): Opportunity to be a Sponsor in an
OPC Booth @ IBS [Full Stary

OPC Day Europe at

#E# oPC Foundation Announces Updates to OPC UA SDK: The OPC Foundation Announces the updated release of the
CPC UA SDK deliverables, The downloads are available here. SAP Headquarters’
Germany

OPC UA Working Group F2F in Walldorf, Germany: The OPC UA Working Group will meet in Walldorf, Germany (SAP
headquarters) from May 23th to 25th. More information here

The OPC Foundation is expanding in Social Media Networks: Add The OPC Foundation to your favorite Social Media site:
Twitter, Facebook, & YouTube.

OPC Foundation Announces Release of OPConnect Issue 27: The OPC Foundation and Automation World released
OPConnect Issue 27. The newsletter can be found here.

OPC Europe Announces OPC Day in May: OPC Foundation Europe has announced an OPC Day on May 25, 2011 at SAP
Headquarters in Germany. This event is for both members or the OPC Foundation and non-members. Click here for more When: May 25, 2011.
Information/Reqgistration.

This one-day event held at the SAP Headquart
OPC UA Working Group F2F in Foxboro: The OPC UA Working Group will meet in Foxbora from Mar 16th to 18th. Mare in Germany presents OPC UA with an introducti
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OPC UA resc

» Articles
« White Papers
 Brochures

OPC Unified
Architecture

W OPCFOUNDAT IO OR)

 Books rorsoos

OPC Undfied Architocture -

 Webinars

* Videos

* Road shows
« Fairs

« Trainings

« Consulting

for manudaciurers
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Events 2013 - OPC
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OPC-Unified Architecture:
From embedded device up to MES/ERP IT
Enterprise

Stefan Hoppe
President OPC Europe
Stefan.Hoppe@opcfoundation.org
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