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A little History of IT 

Industrie 4.0 

Internet of Things 

Ten Facts about OPC UA 

OPC Foundation 
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Smart Watch Machine Control – 
embedded OPC UA 
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Intelligente Produkte 

Lot  

Size  

One 



Flexible 

Production 



Manufacturing Revival (Re-Increase % GDP)  



Vertical 

&  

Horizontal 

Integration 



Consistent 

Engineering 

across the 

Value Chain 



Bridging 

IT 

and 

Automation 



1. Revolution 

1606  

Jerónimo  
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1781  

James  

Watt  

 



2. Revolution 

1913  

Henry  

Ford  

 



1968 

Richard 

Morley 

(Modicon) 



4. Revolution 
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 From 

Hierarchy 

to  

Network of CPS 



OPC-UA: Schlüssel für Industrie 4.0 
The Internet of Things 

Semiconductors Communication 

Analytics 

Moore‘s Law  

Metcalfe’s Law  

Big Data  

 



Connecting Places, People, Machines, Devices 

50B 

Connected 

Devices 

by 2020 



Changing value propositions 



I 
From selling HVACs to helping customers 

manage buildings 

Serviceability 

Sensors 

CPS 

Big Data 



From selling equipment to helping 
farmers optimise the harvesting process  



From selling turbines to helping customers 
reduce fuel (MH370) 









From selling cars to helping customers 
move from A to B 



From selling tires to helping truck fleet 
managers reduce fuel consumption 



From selling forklifts to helping customers 
optimise usage 



Quantified Self: From selling gear to helping 
consumers improve their workout 
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Smart Watch Machine Control – 
embedded OPC UA 

https://www.youtube.com/watch?feature=player_embedded&v=zWrigKFwHeI
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Smart Watch Machine Control – 
embedded OPC UA 



© http://teslascada.com 

TeslaSCADA Android App 

https://www.google.com/url?q=https://www.google.com/url?q=http://teslascada.com&sa=D&usg=AFQjCNFOvENn1k76MS965-tEypIpFp16Pw&sa=D&usg=AFQjCNFY_kysC6TFQINXDrbacVOI4e76og
https://www.google.com/url?q=https://www.google.com/url?q=http://teslascada.com&sa=D&usg=AFQjCNFOvENn1k76MS965-tEypIpFp16Pw&sa=D&usg=AFQjCNFY_kysC6TFQINXDrbacVOI4e76og


From selling wind turbines to helping  
customers improve operations 

Serviceability 

Sensors 

CPS 

Big Data 



Wind Turbine Monitoring Service 





IIC: Third Industrial Revolution 



Industrial Internet impacting 46% of 
the world‘s GDP 



ICC: 90+ Members in 6 months 



ICC: Not a standards organization 



1% savings from IoT solutions could save … 
operational costs 



From selling compressors to  
helping customers increase uptime 

„GE’s Intelligent Platforms business … Equipment Insight, a new … Industrial 

Internet solution from GE Predictivity  … new services program called RootsTM 

InSite Support*.  

“…better support GE’s Roots blowers, compressors and controls customers… 

combines GE hardware and software to deliver the insight that customers need 

to maximize the performance of local site equipment in the form of an after-

market service offering.“ 

“…provide actionable information, responsive troubleshooting and problem-

solving support to help keep … valuable … waste water assets running smoothly 

to avoid unnecessary downtime and associated costs. .“ 

“…a team of GE controls and rotating equipment experts can provide early 

detection of equipment problems to avoid extended outages and r seamless 

visibility to critical data for improved decision support...“ 

Serviceability 

Sensors 

CPS 

Big Data 



„From selling or buying air pressure machines to 

selling or buying air pressure.“ 

„Not just technologies… but business models are 

changing“ 

„Through sensors machines are connected back 

home and deliver volume, status, energy and 

predictive maintenance data.“ 

„Condition Monitoring predicts potential machine 

problems and reduces bottom line maintenance 

cost.“ 

„Siemens provides Plant Data Services dealing with sensible production data in the 

cloud. All 3 services – from Plant Analytics Services via Plant Cloud Services 

through Plant Security Services – are already implented although in an early phase.“  

Siemens CEO: „Growing Importance of 
Data-based Services“  



  

IoT 

Enabler 

OPC UA 



  

I40 

Enabler 

OPC UA 





History 

1990‘s: 

DCOM 

2000‘s: 

Web Services 









© Fraunhofer IAO 

Customer Order: 50 

gears until monday 
I cannot make 

Saturday 

I will fill the 

depot. 

I can work 

Saturday 

Turn me 

on. 

The depot is 

almost empty.  Capacity booked 

until Friday.  

Must be in 

Shipping in 2 hrs.  
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t 

q 
“The soul that 

sees beauty may 

sometimes walk 

alone.” 

“00011010 

111001011 

011111011.” 

“I can 

navigate, lift, 

drill and cur.” 



 







a Standard 

OPC  

is… 





Implicitly 

Secure 



ICS TOP 10 Threats and OPC UA Countermeasures 

„OPC UA key role for industrie 4.0“ 

„OPC UA culture of security“ 



Portables 

Desktop 
PC 

Server 

Server 
Cluster 

Embedded 
Systems 

Controllers 

Cloud 

Platform 

Independent,  

Scalable 

 



MES 

OPC UA Server 

OPC UA Server 

OPC UA Server 

OPC UA Client 

Embedded OPC UA 



Embedded OPC UA 



Embedded OPC UA 



Sensor Fusion 

Lab on a Chip 



Smart Meter Data Collection 



OPC-UA: Schlüssel für Industrie 4.0 Horizontal & Vertical Integration 

O
P

C
-U

A
 

OPC-UA 

Horizontal 

and 

Vertical 

Integration 

 



Manufacturing Process Control 



elevated 

reservoir 

pumping 

plant 1 

pumping plant 2 

water 

works 1 

water 

works 2 

level 

reached 

qualitiy problems in 

freshwater 

stop pumping 

please overtake filling of elevated 

reservoir 

due to 

problems at 

group1 

supplier of 

freshwater 

has changed 

to group 2 

closed user group 

Requests for 

process values 

and state 

changes 

Requests for 

process values and 

state changes 

1 

2 

3 

1 

2 

1 

2 

SCADA 

Challenge: 

500 devices 

- pumps 

- waterboilers 

1400 km2 

Machine to Machine 



Database Server 

Virtual machine 

Database –API‘s 

OPC-UA Server 

SQL 

Azure 

PLC to Cloud 

OPC UA Client 

OPC UA Server 



Transport 

Protocol 

Bindings 



Data 

Buffering 



BaseObjectType

StateMachineType

CurrentState

DeviceStatemachineType

Running

Ready

StopMeasurement

HasCause

BaseEventType

TransitionEventType

StateType TransitionType

HasEffect

HasEffect

InitialStateType

Startup

NotAvailable

StartMeasurement

ReadyToStartup

StartupToRunning

RunningToReady

HasEffect

HasCause

Information 

Modelling 
Companion 

Standards 



DeviceType

BaseObjectType

AnalyzerDevice

Type

SpectrometerDevice

Type

ParticleSizeMonitorDevice

Type
ChromatographDevice

Type

AcousticSpectrometerDevice

Type

MassSpectrometerDevice

Type
NMRDevice

Type

OtherAnalyzer

Device

Type

Analyzer 

Analyzer Controller PC 

OPC UA 

PCS 

OPC UA 

OPC UA proprietary 

Other 
V 1.1 Released July 2013 

Information Model for process analyzers 

Update driven by vendors implementing the model 

Generic Variable Types moved to OPC UA Part 8 

OPC UA – Server 

Analyzer Interface 

OPC UA – Client 

Custom 

Server 

OPC UA 

Server 

OPC UA for Analyzer Device Integration (ADI) 



Device Package 

FDI Server FDI Client 

FOUNDATION™ 

HART®,  

PROFIBUS 

PROFINET 

IEC CDV finished 

FDI on final step to IEC Standard 

 

Device Package contains vendor 

specific device description 

 

FDI Server represents Device Types 

and Device Instances as OPC UA 

Information Model 

OPC UA 

OPC UA for Field Device Integration (FDI) 



... but semantic identical objects! 

Different entry point 

OPC UA for PLCopen IEC61131-3 

Beckhoff „PLC1“ Bosch-Rexroth „Logic“ 



BACnet – Building Automation 



“Energy data is semantically defined through 

BACnet and can conveniently and interoperably be 

made available to enterprise systems via OPC UA:  

 

An ideal standardization from sensor right up to IT 

billing systems.« 

 

 
Frank Schubert 

Member of the Advisory Board  

of the BACnet Interest Group Europe 

OPC UA for BACnet 



► Abbildung von BACnet Modell in BACnet OPC UA Server  

► Schnelle und einfache Projektierung 

Facility Management 

 
Model 

generation 

directly out of  
BACnet network 

OPC UA 

CXS BACnet  UA Server 

OPC UA Server 

OPC UA Client 



MDIS – Oil & Gas Industry 



OPC UA for MTConnect (shopfloor data) 



AutomationML
Engineering data

CAEX IEC 62424 
Top level format

Plant topology

information

•Plants

•Cells

•Components

•Attributes

•Interfaces

•Relations

•References

COLLADA

Geometry

Kinematics

PLCopen XML

Behaviour

Sequencing

Object A

Object A1

Object A2

InitInit

Step 1

End

Further XML Standard format

Further aspects of 

engineering information

Object An

…

OPC UA for AutomationML  



AIM – OPC UA for AutoID 



RFID Transponder  

RFID Reader 

PLC  

MES  

Ha-VIS 

Middleware 

Embedded OPC UA – RFID Reader 

OPC UA Server 

OPC UA Client 

OPC UA Client 

OPC UA Client 



Compliance 



Compliant 

Robust 

Interoperable 

Efficient 

Usable 

 



Choosing 

Certified 

Products 



SDK 

Toolkit 

Time to Market 



Specifications 

Compliance 

Collaboration 



OPC Foundation 
Scottsdale, Arizona  

OPC Europe 
Verl, Germany  

OPC Japan 
Musashino-shi, Tokyo  

OPC Asia 
China 

US 

Europe 

China 

Japan 





Compliance 

PLCopen 

TAC 

UA 





Plug 

& 

Play 

























 

Technology 

Trigger 

Peak of 

Inflated 

Expectations 

Through of 

Disillusionment 

Slope of  

Enlightment 

Plateau of 

Productivity 

Gartner 

Hype 

Curve 
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Market Segment Manager,  

Factory Automation 

 

www.opcfoundation.org 

 

Softing Industrial Automation GmbH 

http://industrial.softing.com  
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